
The Digital Substrate of Cascading 
Failures

Cross-Sector Propagation in European Critical Infrastructure
Nicolas Roux, August 2026

DOI: https://doi.org/10.5281/zenodo.21285147 - CC BY 4.0

Summary
The digitization of critical functions has transformed a set of co-existing systems into a single 
dependency graph, of which digital services form the common substrate, and in which energy and 
telecommunications occupy an upstream position on which nearly all other sectors depend. The 
analysis of major outages (Iberian Peninsula 2025, Texas 2021, Italy and North America 2003) and 
the systematic exploitation of interdependencies against Ukraine shows that failures propagate 
between sectors along recurring patterns: divergence of a failure from a node on which multiple 
sectors depend, convergence of multiple upstream failures towards the same downstream services, 
feedback loops preventing restoration, and transitive inheritance of dependencies. These 
propagations occur regardless of the trigger's nature, whether accidental or adversarial.

Six containment mechanisms capable of interrupting these propagations are identified from the case 
studies: separation, degraded-mode architecture, local redundancy, replication, substitution, and 
organizational competence. The analysis establishes that these mechanisms themselves constitute 
vulnerability surfaces: they can be targeted, under-dimensioned, dependent on a third party whose 
cooperation is revocable, or inoperative for lack of competence to activate them. The existence of a 
containment mechanism says nothing about its effectiveness under real incident conditions.

Projecting the documented cases onto existing frameworks (CER, NIS2, DORA) shows that each 
covers its perimeter with coherence and that the mechanism of cross-sector propagation falls into 
the gap between these perimeters, their sectoral partition mirroring a topology that predates digital 
unification. Documented public exercises simulate cross-sector environments without making 
propagation an evaluation object with its own criteria. Recent European political initiatives, from 
the Niinistö report to the Preparedness Union strategy, acknowledge the challenge without yet 
providing the tools to address it.

The note accordingly proposes an evaluation grid derived from the case studies, applicable both to 
exercise scenarios and to containment mechanisms, and usable by any reader with access to existing 
instruments, whether public or otherwise. The criteria it proposes are prescriptive at the level of 
exercise and plan design. The note proposes no change to the instruments it examines, and makes 
no claim about exercises whose documentation is not public.
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Introduction
Modern infrastructures exhibit cascading failure modes, as documented in cases from Spain, Italy 
and the United States, while the conflict in Ukraine has brought to light the deliberate adversarial 
exploitation of these same mechanisms. These case studies and cascading failure modes share 
common characteristics that emerge from the strong and still growing connectivity between 
different sectors of activity, notably through digital channels.

The widespread migration of industrial control systems to IP,1 the digitization of healthcare2 and the 
banking sector,3 the increasing interconnection of the European power grid,4 and more recently the 
mass adoption of AI5 have transformed a set of co-existing systems into a single dependency graph 
linking all sectors of activity. This common digital layer is referred to throughout this note as the 
substrate of the graph: it is through this layer that sectors with no physical link now share 
propagation paths, and it is its continuing extension that makes the graph a moving object rather 
than a settled state. Section 1 sets out a description of this dependency graph.

Several international frameworks and large-scale cross-sector exercises aim to test the resilience of 
critical infrastructure. The principal frameworks include the Handbook for Cyber Stress Tests of the 
European Union Agency for Cybersecurity (ENISA),6 the Sendai Framework for Action,7 the 
European Digital Operational Resilience Act,8 the CER Directive (EU 2022/2557) on the resilience 
of critical entities,9 and the NATO Baseline Requirements for National Resilience.10 On the exercise 
side, these include NATO's Locked Shields and Crisis Management Exercise, the United States' 
Cyber Storm, and the EU's Cyber Europe 2026. This concern has moreover reached the highest 
political level of the Union: the report submitted by Sauli Niinistö to the President of the European 
Commission in October 202411 recommends a whole-of-society preparedness approach covering all 
risks, and the Preparedness Union strategy published in March 202512 translates these orientations 
into thirty actions, including the regular conduct of Union-wide preparedness exercises.

However, examination of available public reports reveals a gap between the growing sophistication 
of simulated environments and the treatment of cross-sector propagation as an evaluation object. 
The most advanced technical exercises now simulate cross-sector systems within a single 
environment: Locked Shields integrates simulated industrial control systems covering the power 
grid, water treatment, telecommunications and the banking sector, including certain dependencies 
between systems such as the fuel supply of an air base controlled by programmable logic 
controllers.13 14 15 Available public reports and academic analyses document the evaluation of 
defense tactics, national team preparedness and multi-actor coordination when multiple systems are 
attacked.16 By contrast, none of these documents treats the causal propagation of a failure between 
interdependent sectors as an evaluation object in its own right, with its own success criteria: no 
feedback loop between simulated sectors, no degraded initial condition, no neutralization of 
containment mechanisms, no temporal dimension of the cascade. The trigger in these exercises 
remains predominantly cyber (with the exception of NATO's CMX), whereas the empirical data 
presented in this note show couplings operating in both directions between physical and digital 
failures. The ENISA handbook illustrates the same gap on the regulatory plane: it identifies 
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cascading effects and interdependencies among the objectives of stress tests, while defining the 
exercise as an individual assessment of entities, with a single developed example that is mono-
sectoral.

Furthermore, the European framework itself structurally separates physical resilience from 
cybersecurity.17 The CER Directive explicitly excludes from its scope matters covered by the NIS2 
Directive (Article 1(2)), and prescribes their coordination through a general provision whose 
implementation is left to each Member State. The cases documented in this note, particularly the 
cyber-kinetic attacks against the Ukrainian power grid, illustrate why the coupling between these 
two domains is precisely what this separation struggles to capture.

The present analysis relies exclusively on publicly accessible documentation. Classified exercises or 
unpublished components may cover all or part of the propagation mechanisms documented here. 
The reader with access to such work is in a position to assess the extent to which the gaps identified 
in this note are effectively addressed. It remains the case that it is the accessible publications that 
guide the vast majority of organizations, including public ones, subject to these frameworks.

1 - The dependency graph
The terms characterizing this graph are understood here in the sense established in 2001 by Rinaldi, 
Peerenboom and Kelly:18 a dependency is a directed relation by which the state of one sector 
conditions that of another, and an interdependency is the bidirectional relation formed by two 
dependencies of opposite direction. 

The structure of this graph produces recurring propagations. The first is divergence: a node on 
which multiple sectors depend in parallel degrades all of them simultaneously when it fails. This 
pattern encompasses two phenomena that the literature distinguishes: the common-cause failure 
described by Rinaldi et al., where the common node is the trigger itself, as with the 2021 Texas 
storm striking both gas infrastructure and electricity generation capacity simultaneously, and the 
shared-dependency failure, where the common node is a service on which otherwise independent 
sectors depend, such as the Ukrainian accounting software M.E.Doc in 2017.

The second is convergence: multiple upstream failures, regardless of their origin, reach the same 
downstream service and produce a multiplying effect. During the 2025 Iberian power outage, the 
failure of the power grid and the resulting failure of telecommunications converged on emergency 
services, which were deprived of both their tools and their coordination capacity.

The third is the feedback loop, the activation of an interdependency in which two nodes mutually 
prevent each other from recovering: during the 2003 Italian power outage, internet routers went 
down with the power supply, making impossible the communication needed to restore electricity. 
This loop can be direct, as in the example cited, or indirect, transiting through one or more 
intermediate nodes.

The fourth is transitive inheritance: a sector inherits the dependencies of the services on which it 
depends. During the Iberian power outage, it was not the healthcare sector that was struck but the 
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power grid, yet the chain of dependencies transmitted the failure all the way to patient care through 
digital medical records and the servers hosting them.

To these structural patterns is added a condition of state: Rinaldi et al. term escalating failure the 
situation where a disruption occurs while another, independent disruption is already degrading 
response capacity. The operations documented in section 2.2, where cyberattacks accompany 
campaigns of physical strikes, constitute the clearest illustration. This condition is incorporated as 
an evaluation criterion in section 4.3.

These characteristics render certain nodes in the graph particularly critical. The fact that the four 
civil case studies documented in this note involve the power grid as the central propagation vector is 
not a selection artefact: it reflects the position of electricity as an upstream node on which the 
operation of nearly all other sectors depends, notably through digital channels. Digital services 
occupy a dual position in this graph. They constitute one of its upstream nodes, on a par with 
energy: the failure of telecommunications or digital services degrades every sector that depends on 
them. Above all, they constitute its substrate: the common layer through which sectors become 
linked to one another, including where no material coupling exists between them. The M.E.Doc and 
Change Healthcare cases documented in section 2.2 belong to this second role: physically 
independent sectors there share failure modes because their functions transit through the same 
digital intermediaries. The distinction matters for the analysis, because each digitization of a 
function adds to the graph an edge that is declared nowhere and that becomes visible, most often, 
only upon its activation.

The present note focuses on the upstream nodes of the dependency graph (energy, 
telecommunications) and on the digital interfaces through which failures propagate between sectors. 
Downstream sectors (including water, food supply, transport, healthcare) appear in the case studies 
as recipients of the documented cascades. The analysis of their internal dependency structures and 
their specific containment mechanisms exceeds the scope of this note.

The level of granularity of the graph is to be adapted to the needs of the analysis and to the available 
data. The present note confines itself to a descriptive use of the graph. Its quantitative modelling 
and simulation constitutes an established research field19 that lies outside its scope.
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2 - Case studies of cascading propagation
This section aims to identify how interdependencies between different sectors affect infrastructures 
in the event of unintentional occurrences (meteorological events, internal system failures) or 
intentional ones (attacks by a third-party entity).

2.1 - Civil case studies
The accidental or exogenous events listed here are examined through the lens of the failure modes 
described in section 1. The cascades, feedback loops and dependency chains presented here were 
revealed by their activation following an unforeseen event, as opposed to deliberate exploitation.

2.1.1 - Iberian power outage, 28 April 2025

This case is the most recent civil instance of cascading infrastructure failure, and it has benefited 
from an extensive analysis20 conducted by an international panel of experts. The outage affected 
more than 50 million people and lasted over 10 hours.21 The initial observed failure was a series of 
voltage oscillations in the power grid, leading to disconnections of renewable energy generation 
stations. The loss of power generation induced a collapse of network traffic to 10% of normal 
levels.22
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Figure 1: Simplified illustrative representation of the Iberian blackout (in red) projected onto the 
dependency graph.
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These combined effects (power generation and telecommunications) reached, among others, 
hospital services, whose adaptation mechanisms (use of backup generators, equipment triage, paper-
based records) rapidly reached their limits (backup generator capacity, restricted equipment use, 
threatened cold chain for medications). The impact on healthcare extended beyond hospital services 
alone: the volume of emergency calls collapsed, traffic lights and gas stations ceased to function,23 
creating a combined accident-generating effect and reducing the responsiveness of emergency 
services to this increased incidence of accidents. Eight deaths directly linked to the outage were 
reported, with excess mortality probably exceeding this direct toll,24 for an outage that lasted 10 
hours and in the absence of any degraded initial condition.

No affected region had a specific continuity plan for a prolonged power outage affecting emergency 
medical services. This fragility is not an isolated case: the causes are similar to an incident that 
occurred in south-eastern Europe in 2024.25

The impacts on the healthcare sector illustrate the fact that a sector inherits the dependencies of the 
sectors on which it itself depends: emergency services depend on access to fuel retail points and a 
functioning signalling system, which themselves depend on the proper functioning of the power 
grid, and therefore emergency services depend indirectly on the power grid. This analysis may seem 
self-evident in this particular case, but certain services have dependency chains that are both more 
complex and equally critical to their proper functioning, making it necessary to map and take into 
account the full dependency graph of an actor when frameworks or exercises aim to measure its 
resilience.

2.1.2 - Texas winter storm, February 2021

A winter storm struck the Texas power grid during the winter of 2021, depriving approximately 4.5 
million households of electricity at peak outage, some for several days.26 This case study illustrates 
the cross-sector feedback loops described in section 1.

The sequence of events began with a meteorological event (an episode of extreme cold) that led to 
the freezing of gas wellheads and certain natural gas processing facilities. Gas production 
consequently fell, and gas-fired power plants (which represented the primary source of Texas 
electricity generation) saw their supply fall in turn, forcing grid operators to carry out massive load 
shedding.

This load shedding deprived gas facilities of the electricity on which they depend to operate, which 
worsened the loss of gas production, and therefore once again worsened load shedding. The joint 
report of the Federal Energy Regulatory Commission (FERC) and the North American Electric 
Reliability Corporation (NERC) explicitly mentions a mutual lock-in27 and the associated press 
release indicates that 43.3% of gas production declines were due to freezing and weather conditions, 
and 21.5% to loss of power supply to production, gathering or processing facilities.28 The strong 
interdependency between these two sectors produced a feedback loop that worsened the problem29 
and prevented both sectors from recovering.
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The outage caused 246 deaths, a majority from hypothermia,30 illustrating by comparison with the 
Iberian outage the fact that the duration of the outage and its context have a strong bearing on final 
outcomes.

The FERC/NERC report shows that gas infrastructure had not been identified by the grid operator 
Electric Reliability Council of Texas (ERCOT) as "critical loads" to be kept active as a priority 
during load shedding plans. When load shedding was ordered, the operator cut power to the very 
facilities that were supposed to supply gas to the power generation plants.

This feedback loop therefore appears avoidable, or at least mitigable, but this requires having 
identified in advance the dependencies of critical systems and assigned responsibility to their 
suppliers, and may also depend on external factors as section 3 of this note shows.

2.1.3 - Italian power outage, 28 September 2003

This outage affected approximately 45 to 57 million people by various estimates in Italy and spread 
into the Swiss border areas, with restoration times of up to 19 hours depending on the region, and 
caused outages beyond Italian borders, in Switzerland (canton of Geneva, approximately 3 hours).31

Its distinctive feature is that it too exposed a feedback loop, this time between the energy sector and 
the telecommunications sector. The control systems used to operate the power grid rely on internet 
connectivity, but internet access requires the physical devices (routers) to be powered. Once these 
routers lost power, the restoration of the power grid was compromised. This case is the empirical 
foundation for the formalization by Buldyrev et al.32 of the nonlinear fragility of coupled networks: 
the failure of a node in network A causes failures in network B which in turn worsen the failure of 
A.

2.1.4 - North American power outage, 14 August 2003

A few weeks before the Italian outage, a comparable outage struck the northeastern United States 
and Ontario (Canada), depriving approximately 50 million people of electricity. The joint United 
States/Canada investigation identified among the principal causes a loss of situational awareness by 
grid operators: the software alarm system of the control centre of FirstEnergy, the operator at the 
origin of the cascade, failed silently due to a software defect, depriving operators of all visual and 
audible alerts on the state of the grid for over an hour without their knowledge.33The operators 
continued to work believing they were observing a stable grid while overloaded transmission lines 
were failing in succession, propagating the failure until the cascading collapse of the regional grid. 
This case is used in section 3 of the present note to illustrate the vulnerability of detection 
mechanisms themselves.

2.2 - Adversarial exploitation of interdependencies
The civil cases of section 2.1 document the manifest existence of cascading and feedback failure 
modes in modern infrastructures. These failure modes, in the context of open conflicts or otherwise, 
constitute an exploitable means of action for an adversary. The empirical data show that in order to 
maximize the effects of an attack, an adversary can simultaneously target interdependent systems 
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and the means (see section 3) for interrupting the propagation of failure modes (backup generators, 
spare equipment stocks, logistics, alternative solutions, etc.), all within an initially difficult external 
context for the defender.

2.2.1 - Exploitation of interdependencies against Ukraine

Before even the Russian offensive in Ukraine, in June 2017, the update mechanism of an 
accounting software widely used in Ukraine (M.E.Doc) was compromised by Russian military 
intelligence and used to distribute destructive software to all its users.34 35 The attack propagated 
through the corporate networks of infected organizations to their business partners in at least 65 
countries.36 The affected sectors had no physical dependency between them yet were simultaneously 
impacted: port operations of the world's largest shipping company paralyzed for over a week, 
pharmaceutical production lines interrupted, patient records and radiology systems inaccessible in 
American hospitals, the Chernobyl radiation monitoring system taken offline.37 What links these 
sectors is the digital substrate itself: their common dependency on shared services. The digitization 
of accounting, port logistics, industrial production and hospital management created the common 
propagation path through which an attack targeting a single country degraded critical functions in 
physically independent sectors on a global scale.

On 24 February 2022, Ukraine suffered a large-scale cyberattack targeting the modems and routers 
(internet access equipment) of the satellite access operator Viasat. The cybersecurity operator 
SentinelOne cites as a plausible motive an attempt to deprive the Ukrainian armed forces of part of 
their remote command and control capabilities. The attack had the collateral effect of depriving 
5,800 wind turbines of internet access in Germany, interrupting their control and supervision 
capabilities and thereby rendering them temporarily inoperative.38 Residential internet connections 
also suffered outages in France, Hungary, Greece, Italy and Poland.

In April 2022, a cyberattack targeted the Ukrainian power grid. The malware used targeted the 
control systems of high-voltage substations, with the objective of physically disconnecting 
substations supplying power to more than 2 million people.39 The attack was thwarted by Ukrainian 
defenders assisted by the Ukrainian Computer Emergency Response Team (CERT-UA) and the 
cybersecurity firm ESET. It is part of a series begun in 201540 and 2016,41 in which cyberattacks by 
the same actor affiliated with Russian military intelligence (GRU) had effectively caused power 
outages in Ukraine, establishing the capability to cross the boundary between the cyber domain and 
physical flows through industrial control systems.

This cyber-kinetic synergy has since been exploited on a continuous basis by the attacker. CERT-
UA indicates, regarding Russian cyberattacks, that "These attacks are often observed in advance of 
missile strikes, suggesting a coordinated hybrid warfare strategy."42 American cybersecurity 
researchers established explicitly in 2024 that cyberattacks and physical attacks are now used in 
conjunction to maximize their respective effectiveness.43

In December 2023, the Ukrainian telecommunications operator Kyivstar was in turn the target of a 
large-scale attack aimed at its digital infrastructure. The attack, orchestrated by a sub-entity of 
Russian intelligence,44 affected (according to the group claiming responsibility) thousands of 
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workstations and servers, cloud storage systems and the backups intended to restore systems in the 
event of an outage. The attack disrupted the air-raid alert system in more than 80 localities in the 
Kyiv oblast alone as well as in large portions of the Cherkasy, Dnipropetrovsk, Kharkiv and Sumy 
oblasts, whose alert systems depended on Kyivstar infrastructure,45 facilitating the campaign of 
physical strikes against Ukraine then underway. Mobile and internet access for 25 million people as 
well as certain banking terminals was cut. The head of the SBU's cybersecurity department noted 
that the attackers had been present in the system since at least May 2023, with total access probably 
achieved from November, which had allowed them to map the infrastructure and target backup 
systems simultaneously with the primary systems.46

The Ukrainian power grid constitutes a focal point of Russian attacks since the beginning of the 
war. The campaign of systematic strikes against energy infrastructure began in October 2022, 
initially targeting the transmission network (substations and distribution lines).47 In spring 2024, a 
tactical shift targeted generation plants directly,48 destroying or severely damaging approximately 9 
GW of generation capacity, representing half the country's winter demand. By June 2024, 73% of 
thermal generation units were out of service.49 The resulting load shedding exceeded twelve hours 
daily in certain cities,50 propagating the failure to water supply, heating, sanitation systems, public 
health and education.51 This attack model illustrates in an adversarial context the same mechanism 
documented in the civil cases of section 2.1: the position of electricity as an upstream node in the 
dependency graph transforms a strike targeting a single sector into cross-sector degradation.

2.2.2 - Adversarial cross-sector cascade outside armed conflict: Change 
Healthcare

In February 2024, a criminal group targeted Change Healthcare, a digital intermediary through 
which a significant share of transactions between insurers and healthcare providers in the United 
States transits.52 The company was forced to take all its systems offline for several weeks.53

The effects propagated to the healthcare sector despite the absence of any attack on physical care 
infrastructure: pharmacies could no longer verify insurance coverage or process prescriptions, and 
hospitals could no longer submit reimbursement claims. Small practices were disproportionately 
affected, with 80% of respondents to the AMA survey reporting revenue losses more than one 
month after the attack.54

This case illustrates the same mode of healthcare sector degradation as the Iberian outage: 
physically functional care infrastructure unable to fulfil its mission because a digital dependency is 
broken. The failing node is here neither electricity nor telecommunications but a transactional 
intermediary whose digitization created the dependency link between the financial sector and the 
delivery of care. This link did not exist before the digitization of the billing chain. The fact that the 
actor is criminal rather than state-sponsored confirms that the exploitation of interdependencies 
requires neither the resources nor the strategic intent of a state: cascade mechanisms are an intrinsic 
property of the digital substrate, independent of the attacker's nature.
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3 - What contains propagation
The case studies detailed in section 2 show the existence of feedback loops and cascades, as well as 
their accidental or intentional activation by adversarial conditions or attacks. Regarding adversarial 
attacks specifically, it appears that attackers with adequate resources map the dependencies of the 
systems they target before striking, as the Kyivstar and M.E.Doc cases illustrate. The United States 
has documented a case of pre-positioning maintaining dormant access to a system for at least five 
years.55

This in-depth knowledge of the dependencies of a system potentially targeted by an adversary raises 
a consequential problem: if the adversary knows the dependencies and vulnerabilities, it also knows 
the mechanisms in place to mitigate the dependencies and vulnerabilities, or to interrupt the 
propagation of failures through those dependencies. These mechanisms themselves become a target 
that attackers aim for to maximize the effect of their actions.56 As a corollary, they also become an 
object to protect for the defender.

3.1 - Cascade containment mechanisms
The civil and armed conflict case studies presented in section 2 allow the identification of six 
containment mechanisms, one of which is cross-cutting, that have contained or interrupted 
propagation. The examples illustrating these mechanisms in section 3.1 are concentrated on Ukraine 
not by editorial choice but by a selection bias stemming directly from data availability, the 
Ukrainian computer emergency response team (CERT-UA) publishing prolifically on the attacks 
sustained by the country. These containment mechanisms are distinguished along three axes: their 
operating regime (the mechanism operates by design, without activation; it relies on a pre-
positioned resource whose effect requires activation; or it mobilizes ex post a non-pre-positioned 
capability), their location (the mobilized resource is internal to the protected system or provided by 
a third party), and the object they preserve (the function delivered, the data, or the capacity to 
activate the other mechanisms). The activation of a pre-positioned mechanism may be operator-
driven or automatic. The distinction bears on the response delay and on the object to be protected: 
an automatic activation removes the latency of human detection and decision, and transfers the 
condition of the mechanism's effectiveness to the layer that performs it. Section 3.2 addresses the 
consequences. The following table positions each mechanism along these axes and the subsequent 
subsections group them by mode of operation.

Mechanism Operating regime Location Object preserved

Separation By design Internal
The function, through absence 
of propagation link

Degraded-mode 
architecture

By design Internal A partial function

Local redundancy
Pre-positioned, 
activation required

Internal, on site
The function, for a bounded 
duration

Replication
Pre-positioned, 
activation required

External in most 
cases

The data and system state

The Digital Substrate of Cascading Failures : Cross-Sector Propagation in European Critical 
Infrastructure. Nicolas Roux, roux.nse@proton.me, August 2026.  
DOI: https://doi.org/10.5281/zenodo.21285147 - CC BY 4.0

mailto:roux.nse@proton.me
https://doi.org/10.5281/zenodo.21285147


Mechanism Operating regime Location Object preserved

Substitution Ex post mobilization External
The function, via a third-party 
infrastructure

Organizational 
competence

Cross-cutting Organizational
The capacity to activate the 
other five

3.1.1 - Mechanisms embedded in design

Separation and degraded-mode architecture operate by design: they require no activation at the time 
of the incident, and their cost is borne entirely up front.

Two separated systems have, by definition, no link through which the failure of one could propagate 
to the other. The communications network of the Ukrainian armed forces remained functional 
during the December 2023 attack against Kyivstar, because it relies on protocols and infrastructure 
distinct from the attacked civilian operator.57 Similarly, the final report of the ENTSO-E expert 
panel on the Iberian outage recommends that voice communications between key actors and critical 
remote control functions remain operational when public telecommunications networks are down,58 
which amounts to prescribing an architectural separation between power grid control 
communications and the public network.

Degraded-mode architecture provides, from the design stage, restricted but operational functioning 
when the system's dependencies (connectivity, electricity) are interrupted. The Ukrainian digital 
identity management service Diia offers a partial example: the local storage of documents allows 
use without connectivity, although verification and transactional services remain network-
dependent.59 The distinction from separation lies in the object: separation suppresses the 
dependency link while degraded-mode architecture preserves the link but bounds the consequences 
of its rupture.

3.1.2 - Pre-positioned capabilities

Local redundancy and replication rely on resources deployed before the incident whose effect 
materializes only upon activation. A critical variable common to mechanisms mobilizing a bounded 
resource is dimensioning: temporal for redundancy, scope of coverage for replication. Temporal 
dimensioning is the subject of section 3.2.2.

Local redundancy is a backup capability physically available on site, allowing a function to be 
maintained for a limited duration without network dependency. Ukraine has allocated substantial 
resources to give its telecommunications network resilience against power outages, with more than 
4,000 generators and 230,000 batteries deployed at the telecommunications towers of operators 
Lifecell-Datagroup-Volia60 and Kyivstar.61 The backup generators of Iberian hospitals fall under the 
same mechanism although their dimensioning proved insufficient against the duration of the outage.

Replication consists of copying data or systems to an alternative environment, such that the 
destruction of the original does not destroy the function. The emergency migration of Ukrainian 
state registries to the cloud constitutes the most documented example: 161 national registries and 
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approximately 15 petabytes of government data were replicated outside the territory starting in 
February 2022.62 PrivatBank, the country's largest bank, migrated all its operations in under 45 
days.63

Replication does not necessarily imply a subsequent failover operation. Distributed architectures 
maintain a service simultaneously across several sites, so that the loss of one node leaves the 
function available without operator action at the time of the incident. This mode of operation is 
native to the large cloud providers, and it is also implemented outside them, on open-source 
software running on geographically dispersed and heterogeneous hardware.64

Where the failover is operator-driven, the mechanism depends on detection, decision and execution, 
whose latency adds to the propagation window. Where it is automatic, the mechanism depends on 
the layer that detects the failure and reroutes traffic, which becomes a component of the 
containment mechanism in its own right. In neither case is redundancy a property acquired without 
design: it presupposes a dimensioning of the surviving capacity and a configuration whose 
conformity to the intended behaviour has been verified and tested. A deployment presumed to be 
replicated but configured within a single availability zone (or physical site) provides the appearance 
of the mechanism without its properties.65

3.1.3 - Failover to a third-party infrastructure

Substitution consists of the failover of a service to an alternative infrastructure after the failure. This 
mechanism, activated ex post, is the most likely to be externalized to a third-party entity, making it 
the mechanism most exposed to the control risks addressed in section 3.2.3.

The deployment of Starlink after the neutralization of Viasat on 24 February 2022 is the primary 
illustration: although representing a small share of Ukrainian internet traffic,66 the network provided 
a rapidly deployable replacement capability in a crisis situation. The infrastructure sharing between 
competing operators after the attack on Kyivstar (Vodafone Ukraine, Lifecell) falls under the same 
mechanism, in a configuration where the third party is a domestic peer rather than a foreign 
provider.

3.1.4 - Organizational competence conditions the usefulness of containment 
mechanisms

Organizational competence is different in nature from the five preceding mechanisms: it does not 
interrupt a propagation by itself, but determines whether pre-positioned capabilities are activated in 
time, whether the failover to a third party is executed correctly, and whether the dimensioning of the 
whole corresponds to actual needs. It conditions the effectiveness of the mechanisms of sections 
3.1.1 to 3.1.3 without substituting for them. The experience acquired by Ukrainian services during 
the attacks against their power grid in 2015 and 2016 enabled the response that thwarted the April 
2022 attack.67 Its own failure modes, non-acquisition and erosion, are addressed in section 3.2.3.
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3.2 - Containment mechanisms are themselves vulnerable
As noted in the introduction to section 3, the containment mechanisms for failure propagation are 
not exempt from failing themselves, for intentional, accidental, or negligent reasons. These 
mechanisms are an integral part of the system concerned from the standpoint of its capacity to 
maintain or restore its functioning, and they must therefore be subjected to resilience criteria as 
well.

3.2.1 - Mechanisms can be targeted and degraded

During the campaign against Ukrainian telecommunications operators, CERT-UA reports a 
targeting of Kyivstar's backups, with the explicit purpose of making recovery more difficult. The 
replication mechanism was here targeted as such.

Also in the Kyivstar case, the destruction of the customer registration system prevented the failover 
of subscribers to competing operators via national roaming.68 The substitution mechanism did not 
function because the system on which it depended had been destroyed.

During the 2003 North American outage, the software alarm system (forming part of the 
containment mechanism) of the operator's control centre failed silently. The mechanism whose 
function is precisely to detect grid degradation and signal the emergency was the first point of 
failure, and it failed without signalling itself. The operators continued to work believing they were 
observing a stable grid while the cascade was propagating.

During the 2003 Italian outage, the power grid restoration mechanism (communication via the 
internet to control reconnection) depended on the very network whose restoration was the objective. 
The feedback loop coupling energy and the internet prevented each network from restoring the 
other.

Automatic activation displaces this exposure without removing it. The detection and orchestration 
layer that triggers the failover conditions the effectiveness of the mechanism it operates: its own 
failure, silent or otherwise, leaves redundant resources available and unused. The silent failure of 
the FirstEnergy alarm system in 2003 illustrates this mode on a mechanism whose function was 
detection. Where this layer is shared by several services, its failure degrades them simultaneously, 
which is the divergence pattern described in section 1 applied to the containment mechanism itself. 
A containment mechanism is itself a node in the dependency graph: it carries its own dependencies 
and inherits the resilience requirements of the function it preserves.

3.2.2 - The temporal dimensioning of containment mechanisms

A vulnerability cutting across all containment mechanisms mobilizing a bounded resource is that of 
their temporal reach. The Iberian hospital generators failed because they had a capacity of a few 
hours and had to face an outage lasting over 10 hours.69 A containment mechanism whose runtime is 
shorter than the duration of the disruption merely delays the cascade, and since the disruption's 
duration is a priori unknown before the triggering event, the dimensioning of each runtime reserve 
deserves particular attention. The conceptual distinction between interrupting a cascade and 

The Digital Substrate of Cascading Failures : Cross-Sector Propagation in European Critical 
Infrastructure. Nicolas Roux, roux.nse@proton.me, August 2026.  
DOI: https://doi.org/10.5281/zenodo.21285147 - CC BY 4.0

mailto:roux.nse@proton.me
https://doi.org/10.5281/zenodo.21285147


delaying it is obvious but its consequences are non-trivial: the temporal runtime that a cascade 
containment mechanism (backup generator, battery, food stocks, water or medication supplies, etc.) 
provides must be calculated against the needs of dependent services, which implies a precise 
mapping of these services and their requirements.

For example, the runtime of a generator on which refrigerated stocks and life-support equipment 
depend is to be measured against the resupply lead time under degraded conditions.

3.2.3 - Control over containment mechanisms

Containment mechanisms present risks related to their control. In particular, two dimensions of this 
control can call into question their operational usefulness: sovereignty and organizational 
competence.

Sovereignty. A containment mechanism owned and operated by the actor that depends on it carries 
risks (failures, under-dimensioning, design error), all mitigable by its owner. When the mechanism 
belongs to a third party, its availability, scope of use and conditions of access are decided by an 
actor whose cooperation is revocable, as reported by Reuters in the case of the Starlink service 
provided to Ukraine,70 subject to pricing, conditional71 or instrumentalized72. The jurisdictional 
position of this third party modulates the risk. A service provided by a third party falling under the 
jurisdiction of the dependent actor remains revocable in intent, but remains in principle compellable 
through legal instruments such as service obligations or requisition,73 at the cost of a delay and 
execution uncertainty that fall under the same temporal dimensioning requirements as other 
mechanisms (section 3.2.2). A third-party service provider situated outside that jurisdiction is 
accessible only through contractual or diplomatic levers.74 The infrastructure sharing between 
Ukrainian operators after the attack on Kyivstar and the substitution by Starlink after the 
neutralization of Viasat illustrate these two positions (section 3.1.3). This distinction does not call 
into question the usefulness of a third-party mechanism, but it characterizes its availability 
(compellable in one case, negotiable in the other, and without guarantee in either case).

The degree of autonomy afforded by a given capability is intrinsically linked to the degree of 
sovereignty over that capability. This sovereignty is a continuous and shifting spectrum, requiring 
analysis proportionate to the criticality of the capability or containment mechanism.75

Competence. The organizational capacity to activate containment mechanisms under the real 
conditions of an incident conditions their effectiveness as much as their existence. A mechanism 
present but activated too late, poorly dimensioned or never tested produces a result close to that of 
an absent mechanism.

This capacity fails by two paths. Non-acquisition, first, when the organization has never confronted 
the scenario: no region affected by the Iberian outage had a continuity plan for a prolonged power 
outage affecting emergency medical services. Although generators existed, their articulation with 
the needs of dependent services had never been tested.

Erosion, second, when organizational competence degrades for lack of practice. Competence is a 
perishable asset. The literature on organizational learning has long documented the depreciation of 

The Digital Substrate of Cascading Failures : Cross-Sector Propagation in European Critical 
Infrastructure. Nicolas Roux, roux.nse@proton.me, August 2026.  
DOI: https://doi.org/10.5281/zenodo.21285147 - CC BY 4.0

mailto:roux.nse@proton.me
https://doi.org/10.5281/zenodo.21285147


acquired knowledge in the absence of practice: drawing on production data from American 
shipyards during the Second World War, Argote, Beckman and Epple show that organizational 
knowledge depreciates rapidly when activity ceases.76 This finding has been replicated in other 
organizational contexts.77 At the individual level, the meta-analysis by Arthur et al. establishes that 
skills not exercised decline and that this decline increases with the duration of non-use. The 
mandatory recurrence of exercises in national preparedness frameworks rests on this observation.78 
This observation is analytically distinct from sovereignty: a mechanism may be sovereign yet 
inoperative for lack of maintained competence to activate it.

The empirical contrast is clear. The national preparedness exercises conducted by Ukraine in 2021 
covered a significant share of the scenarios that materialized in February 2022,79 and the experience 
of the 2015–2016 attacks against the power grid enabled the response that thwarted the April 2022 
attack. Competence was built and then maintained through repeated confrontation.

The evaluative implication is direct: an exercise that does not subject the activation of containment 
mechanisms to scenario conditions measures the existence of these mechanisms, without measuring 
the capacity to operate them. This criterion is taken up in section 4.3.

The control considerations developed here apply to every node in the dependency graph. The 
present note addresses them where their failure is without recourse: containment mechanisms 
constitute the last line of interruption of a cascade, and their unavailability leaves propagation 
without obstacle. The analysis of control over the upstream nodes themselves falls under 
dependency mapping.80

3.2.4 - Observed cost of unplanned response

The cases documented in this note allow partial observation of the cost of containment mechanisms 
deployed as an emergency, after the onset of degradation, as opposed to the pre-positioned 
capabilities described in section 3.1.

As an example, the attack on Kyivstar represented an estimated financial impact of 3.6 billion 
hryvnias (approximately 90 million dollars) on the operator's 2024 revenues, covering customer 
retention measures, temporary free service and repairs.81 By comparison, Kyivstar invested 1.9 
billion hryvnias (approximately 47.5 million dollars) over two years in the pre-positioned 
reinforcement of the electrical redundancy of its network.

These figures aim to provide an indicative order of magnitude, but their citation calls for three 
methodological caveats. First, the cost of installing this electrical redundancy capability is not to be 
compared directly with the financial impact of the attack on Kyivstar, but against the share of that 
impact that the redundancy would have made it possible to avoid. Calculating that hypothetical 
impact is probably unfeasible and counterfactual, the prior absence of this redundancy having 
probably influenced the attacker's choices. Second, the financial impact of the attack is not limited 
to the company's revenues alone but extends to the activities that depended on its infrastructure. 
Finally, an honest calculation of the cost of planning should integrate all funded resilience measures 
that are never activated. The trade-off between the cost of pre-positioning and that of emergency 
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response falls under a dimensioning calculation under uncertainty that exceeds the scope of the 
present note, as the third question in section 4.4 makes explicit.

3.2.5 - Summary of empirical lessons on containment mechanisms

The empirical data gathered in this section indicate that cascade containment mechanisms 
themselves constitute vulnerability surfaces, along four distinct modes. They can be deliberately 
targeted, as with Kyivstar's backups, or fail silently, as with FirstEnergy's alarm system. Their 
temporal dimensioning can fall short of the disruption's duration, in which case they delay the 
cascade without interrupting it. Their availability can depend on a third party whose cooperation is 
revocable. Finally, the organizational competence required for their activation can be lacking, 
through non-acquisition or erosion.

These four failure modes share a common consequence: the existence of a containment mechanism 
says nothing about its effectiveness under real incident conditions. An inventory of deployed 
mechanisms, however complete, measures neither their resistance to targeting, nor their runtime 
against a disruption of unknown duration, nor the conditions of their availability, nor the 
organization's capacity to activate them. Assessing the resilience of a system therefore requires 
subjecting its containment mechanisms to the same testing regime as the system itself. Section 4 
translates this requirement into evaluation criteria.

4 - Analytical conclusions and evaluative framework

4.1 - What the empirical data reveal
The cross-sector propagations documented in this note are recurring and exhibit patterns from 
which generalizable lessons can be drawn. The causes of the 2025 Iberian blackout are similar to 
those of an incident in south-eastern Europe in 2024. The feedback loop between electricity and gas 
observed in Texas in 2021 is comparable to the loop between electricity and the internet observed in 
Italy in 2003. The cascades through shared digital dependency (M.E.Doc in 2017, Change 
Healthcare in 2024) strike physically independent sectors through the same vector: this is the 
divergence pattern operating outside any physical coupling. These propagation occur regardless of 
the trigger's nature (meteorological accident, internal failure, criminal attack or state operation). 
This recurrence has an identifiable cause. The four patterns described in section 1 existed before 
digitization wherever a physical coupling linked two sectors, as between gas and electricity in 
Texas. What the digital substrate has changed is the extent of the graph that carries them: 
digitization has created propagation paths between sectors that previously shared none, and the 
M.E.Doc and Change Healthcare cascades travelled along links that did not exist ten years before 
their activation. The patterns are old but the topology that generalizes them is recent, and it 
continues to extend. 

The mass adoption of AI, mentioned in the introduction, extends this dynamic of graph formation: 
the concentration of models and inference capabilities with a small number of providers establishes 
a new upstream node whose criticality grows with the integration of these services into the 
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operational processes of downstream sectors. No major cross-sector cascade attributable to this 
node has been publicly documented to date, yet its position is identical to that of the shared digital 
intermediaries whose failure produced the cascades described in sections 2.2.1 and 2.2.2: The 
designation mechanism described in section 4.2, which identifies a provider whose failure would be 
systemic and whose substitution would be difficult, is the closest existing answer to this position, 
and it applies to one sector only.

The pace of this extension is a parameter in itself: several years elapse between the adoption of a 
regulatory framework and its entry into application, whereas the integration of a new digital 
intermediary into the operational processes of entire sectors is measured in months. The graph 
reconfigures itself faster than the instruments designed to assess it.

The containment mechanisms documented in section 3, whether embedded in design (separation, 
degraded-mode architecture), pre-positioned (local redundancy, replication) or based on failover to 
a third party (substitution), functioned in the cases studied. These same cases show, however, that 
these mechanisms themselves constitute vulnerability surfaces, along the four modes identified in 
section 3.2: deliberate targeting or silent failure (destruction of Ukrainian telecom operators' 
backups, silent failure of FirstEnergy's alarm system in 2003), temporal under-dimensioning 
(Iberian hospital generators), dependency on a third party whose cooperation is revocable (the 
reported limitations of the Starlink service to Ukraine), and lack of organizational competence, 
through non-acquisition or erosion. The question of control over these mechanisms is analytically 
distinct from the question of their existence.

Modelling infrastructures as a dependency graph with convergence nodes, rather than as 
independent sectoral chains, changes the nature of resilience analysis. In this graph, an upstream 
node inherits the resilience requirements of all downstream services that depend on it: the allocation 
of investments follows the graph, not the sectoral classification. The corollary is that every function 
situated on the critical restoration path of a vital function inherits the resilience requirements of that 
function, regardless of its own sectoral classification. The Texas case concretely illustrates this 
principle: gas infrastructure had not been identified by the power grid operator as critical loads to be 
kept active as a priority during load shedding, even though they supplied the generation plants on 
which production restoration depended. The load shedding of gas infrastructure worsened the very 
outage it was intended to contain.

4.2 - Projection onto existing regulatory frameworks
The partition of these frameworks reproduces the topology that preceded digital unification: co-
existing systems, coupled at identifiable points, whose resilience could be assessed sector by sector. 
The gap documented in this section is a gap of topology. The instruments assess entities and sectors, 
while propagation operates on a graph whose edges cross their perimeters. 

The CER and NIS2 frameworks individually cover the physical resilience and cybersecurity of 
critical entities with a significant degree of granularity: risk analysis, resilience plans, incident 
notification, supply chain security. CER requires critical entities to take into account their 
dependencies on other sectors in their risk assessments. NIS2 opens the possibility for Member 
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States to designate as an essential entity an entity having specific importance for other 
interdependent sectors (Article 2(2)(e)), which allows for the constitution of critical dependency 
chains within its scope.

By contrast, CER explicitly excludes from its scope matters covered by NIS2 (Article 1(2)) and 
prescribes their coordination through a provision of principle whose implementation is left to each 
Member State. Classification remains sectoral and assessment is conducted at entity level, without 
consideration of the dependency graph. The NIS2 cross-sector designation mechanism is 
discretionary and does not rest on any systematic mapping. Projecting each case study documented 
in this note against the regulatory frameworks makes visible what falls into the gap between their 
respective perimeters.

The same limitation affects the supply chain provisions. Article 21(2)(d) of NIS2 requires entities to 
address the security aspects of their relationships with their direct suppliers and service providers, 
and Article 21(3) directs them to weigh the vulnerabilities specific to each of those suppliers and the 
overall quality of their practices82. The obligation runs along each bilateral link and is discharged in 
full by an entity that has assessed every supplier it contracts with. Nothing in it requires any party to 
observe that a large number of entities across unrelated sectors depend on the same supplier. Article 
22 opens the only systemic tier, allowing the Cooperation Group, together with the Commission and 
ENISA, to conduct coordinated security risk assessments of critical ICT supply chains. That tier is a 
faculty rather than an obligation, it is scoped to categories of services, systems or products 
identified by the Commission, and it carries no supervisory power over any provider it examines. 
Concentration on a shared node is therefore an object that neither provision makes any party 
responsible for observing.

During the Iberian power outage, the physical failure of the transmission network falls under the 
CER perimeter. The information systems of grid operators fall under NIS2. The cascade by which 
the simultaneous loss of electricity and telecommunications deprived emergency services of their 
coordination tools, degraded access to gas stations and traffic lights, and propagated effects to 
hospital services through digital records, escapes as a phenomenon of cross-sector propagation the 
perimeter of both instruments. Each downstream sector individually falls under one or the other; the 
cascade itself falls into the gap.

The Texas case presents the same characteristic. Gas infrastructure had not been identified as 
critical loads in load shedding plans. The sectoral resilience of each network taken in isolation was 
addressed but the cross-sector mapping of dependencies was lacking, and the entities responsible 
for the electricity sector had no visibility over the gas dependencies on which their own restoration 
depended.

The most notable cyber-kinetic attacks against the Ukrainian power grid (2015, 2016, 2022) 
illustrate the clearest case: a cyber attack falling under the NIS2 perimeter and producing a physical 
failure falling under the CER perimeter, the coupling between the two being the very mechanism of 
the attack. Coordination between the two frameworks is prescribed by provisions of principle in 
each of them but is not tested as a propagation vector in any publicly documented exercise, to the 
author's knowledge.
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The M.E.Doc and Change Healthcare cascades expose a third type of gap. In both, the failing node 
is a digital intermediary shared by entities that have no other connection to one another: an 
accounting package used across Ukrainian business in 2017, a transaction clearing service used 
across American healthcare in 2024. Each downstream entity held a bilateral relationship with that 
intermediary, and the supply chain provisions described above address precisely that relationship. 
What produced the cascade was the number of such relationships converging on a single node, a 
property visible from no individual entity's position and belonging to no sector.

European law does contain a mechanism built for this property. Articles 31 to 44 of DORA allow 
the European Supervisory Authorities to designate an ICT third party as critical for the financial 
sector, to appoint a Lead Overseer for it, and to exercise powers of information, investigation and 
inspection directly over a provider that is not itself a regulated entity83. The designation criteria 
include the systemic impact of a failure of the provider and the degree to which it can be 
substituted, which is a concentration test conducted at Union level. The first list of designated 
providers was published in 2025. The supervisory model therefore exists and operates. Its perimeter 
is the financial sector, and the position that Change Healthcare occupied in the American healthcare 
billing chain has no equivalent designation mechanism in any other sector, in the Union or 
elsewhere. The cascade crossed a boundary that the instruments draw between sectors, at a node 
whose criticality derives from the number of sectors it serves.

National instruments show the same partition. In France, the Interministerial General Directive 320 
of 23 January 2023, which sets the framework for defence and national security planning across 
ministries, offers a reading of this cross-cutting dimension through a matrix crossing major crisis 
factors with the key activities constituting the centres of gravity of the Nation. Its "Response 
Strategy" section provides, however, that the implementation of each lever falls under the sole 
responsibility of the lead ministry.84 Cross-cutting analysis features in the risk matrix and is absent 
from the prescriptive section of the directive, which remains sectoral and siloed. The instrument is 
cited here as one national illustration among twenty-seven, and what it illustrates is that a framing 
by vital functions can coexist with an execution framed by sector.

Above this regulatory layer, political recognition of the phenomenon is now established at the 
European level. The Niinistö report recommends a comprehensive preparedness approach covering 
all risks inspired by Nordic models and explicitly identifies cascading crises: it proposes the 
transformation of the Emergency Response Coordination Centre (ERCC) into a cross-cutting crisis 
centre serving as a single point of entry for major cross-border and cascading crises, as well as 
better articulation between political and technical levels through the IPCR arrangements. The 
Preparedness Union strategy translates these orientations into thirty actions, including the regular 
conduct of comprehensive Union-wide preparedness exercises. These texts establish at the political 
level the observation that the present note documents, going so far as to name cascades as an object 
of coordination. The proposed treatment, however, bears on response: the envisaged crisis centre 
coordinates the management of an ongoing cascade, and the announced exercises target decision-
making and coordination. No public methodology defines to date, to the author's knowledge, the 
criteria for testing cross-sector propagation ex ante, its feedback loops or the neutralization of 
containment mechanisms. This absence of tooling contrasts with the maturity of the research: the 
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modelling and simulation of interdependent infrastructures constitute an established field, whose 
reference review distinguished six families of approaches as early as 2014.85 The analytical 
knowledge exists, but its transfer into frameworks and exercises as an evaluation object has yet to 
occur. The gap between recognition and treatment, documented in the introduction for technical 
exercises, is thus found at the political level in a precise form: the cascade is constituted as an object 
of crisis management, not yet as an object of evaluation. The criteria proposed in section 4.3 are 
situated in this gap.

The reading of dependencies proposed in the present note does not therefore claim to substitute for 
existing frameworks on their own perimeter. Its intended contribution is to make visible what none 
of them takes as its object, which is the mechanism of cross-sector propagation itself. The gap 
between the topology these frameworks presuppose and the topology the documented cases reveal 
widens with each newly digitized function. 

4.3 - Evaluation criteria derived from documented cases
The anatomy of propagation described in this note allows the formulation of questions to which a 
cross-sector stress testing exercise should be able to respond. These questions derive from the 
failure modes identified in the cases studied in the present note and from their propagation through 
the dependency graph described in section 1. These criteria assert that an exercise or a resilience 
plan is better for satisfying it, and each assertion rests on a documented case in which the absence 
of the property contributed to a cascade or to the failure of a containment mechanism. Two limits 
follow. This note proposes no change to the instruments examined in section 4.2, since assessing 
their sufficiency would require access to their application. And it does not translate these criteria 
into exercise design, since the exercises concerned are in large part not publicly documented. What 
it does is make explicit what each criterion implies, so that a reader holding that documentation can 
determine whether the condition is already met. The formulation of the answers is theirs.

Criteria bearing on the scenario:

• Does the scenario test causal propagation between at least two interdependent sectors, rather 
than each sector in isolation? What to check is whether the second sector fails because the 
first did, or because the scenario declared it. In Texas in 2021, load shedding cut power to 
the gas facilities supplying the generation plants, which deepened the shedding. A scenario 
declaring gas and electricity down at hour zero exercises the response to a double outage and 
leaves the loop that produced it untested.

• Does the scenario cover the convergence of multiple failing upstream nodes towards the 
same downstream services? What to check is each fallback available to the downstream 
service, and whether its own dependencies appear among the nodes the scenario has already 
brought down. Iberian emergency services lost their coordination tools and the 
telecommunications carrying them to a single upstream failure.

• Does the scenario integrate the temporal dimension of cascades, that is to say the speed of 
propagation, the available intervention window and the duration beyond which degradation 
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becomes difficult to reverse? The duration of an outage cannot be known while it lasts, 
which makes it unusable as a design target for a bounded reserve. The measurable quantity 
is the time a replenishment takes under the conditions of the crisis. For an Iberian hospital 
generator, that is the time to reach a decision, taken by people who may be unable to 
convene, on incomplete information and against competing priorities, followed by the time 
to complete a fuel delivery over dead traffic lights, disorganised traffic and filling stations 
whose card payment depends on the same telecommunications that are down. A reserve is 
dimensioned when its runtime exceeds that.

• Does the scenario include an "escalating failure," a degraded initial condition in which a 
sector is already weakened when the trigger occurs? What to check is that the prior 
degradation is independent of the trigger, since a condition the trigger itself produces is a 
phase of the same event, and that it bears on response capacity rather than on infrastructure 
alone. CERT-UA reports cyberattacks observed in advance of missile strikes: when the 
strikes arrive, the alert systems and the teams are already degraded.

• Does the scenario test propagation beyond the national or jurisdictional perimeter of the 
assessed entity? What to check is the direction. A foreign event reaching the assessed entity 
is the case usually simulated; the assessed entity acting as the vector towards others is the 
case rarely tested. The Viasat attack targeted an operator serving Ukraine and left 5,800 wind 
turbines in Germany without supervision, along with residential connections in five other 
European countries. 

Criteria bearing on containment mechanisms:

• Are the mechanisms identified in section 3.1 (separation, degraded-mode architecture, local 
redundancy, replication, substitution) themselves subjected to the stress of the scenario? 
What to check is whether the exercise requires a result or accepts a declaration. In the case 
cited in section 3.1.2, backups sold as physically isolated sat in the same building as the 
server they protected, and the isolation was presumed from the contract until a fire disproved 
it.

• Does the scenario provide for the neutralization of the containment mechanism itself, such 
as the destruction of the backup system, the silent failure of the alarm system, or the 
feedback loop preventing restoration? Targeting, under-dimensioning and third-party 
unavailability can be injected once the exercise is under way. Silent failure has to be built in 
beforehand, since participants must be shown a plausible false reading rather than an 
instrument that stops. In 2003, FirstEnergy operators watched a stable grid for over an hour 
while transmission lines failed in succession.

• Does the containment mechanism depend on an actor whose cooperation is revocable, and if 
so, does that actor fall under a jurisdiction allowing this cooperation to be compelled? 
Where cooperation can be compelled, the legal route carries a delay, measured against the 
same interval as the criterion on temporal dimensioning above. What to check is whether 
that delay has been measured or assumed. Infrastructure sharing between Ukrainian 
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operators after the Kyivstar attack and the substitution by Starlink after Viasat illustrate the 
two positions.

• Has the organization demonstrated, under scenario conditions, the capacity to activate the 
containment mechanism? Two things are observable without any incident history: whether 
the exercise runs on the tools the scenario leaves standing, and whether the person activating 
the mechanism is the one who would be reachable in fact rather than the designated holder 
of the role. No Iberian region had a continuity plan for a prolonged outage affecting 
emergency medical services: the generators existed, and what had never been tested was 
whether their runtime matched what the services depending on them required. What such an 
exercise measures is preparation, and the question of what a realistic test of competence 
looks like in an organization with no incident history remains open.

• Does the activation of the mechanism depend on a detection or orchestration layer, and is 
that layer included in the scope of the scenario? What to check is a list of the mechanisms in 
scope alongside what triggers each one: any trigger appearing twice is a shared dependency 
that no dependency map declares. An automatic failover depending on a monitoring system 
fails with it and leaves the redundant capacity available and unused.

4.4 - Open questions
The empirical evidence and evaluative framework of this note bring to light three questions that 
exceed its scope. These questions pertain to the field studied, in its architectures, its frameworks and 
its doctrines, and not to the methodological limitations of the present analysis, which establishes 
their relevance without answering them.86

The first concerns the architecture of critical systems. The documented cases show that systems 
designed for nominal operation lose their usefulness when their dependencies (connectivity, 
electricity) are interrupted. The inverse approach, designing the systems on which the continuity of 
vital functions depends for degraded-mode operation and on communications independent of 
network transport, constitutes an identified line of work.

The second concerns the absence of a bilateral digital continuity framework between Member 
States. Union law already practises, in the energy sector, the articulation between the common tier 
and the bilateral tier: the gas solidarity mechanism of Regulation (EU) 2017/1938 rests on bilateral 
agreements between Member States for its technical, legal and financial modalities,87 and default 
rules were introduced in 202488 to cover cases where such agreements have not been concluded.89 
Nordic cooperation proceeds from the same architecture: the Haga declarations have organized civil 
preparedness among Nordic countries since 2009, in explicit articulation with Union and NATO 
initiatives.90 To the author's knowledge at the time of writing, no bilateral agreement between 
Member States covers the continuity of digital services in a crisis context, and the initiatives 
stemming from the Niinistö report and the Preparedness Union strategy bear on the coordination of 
the response at Union scale. A bilateral layer would complement this common tier, as in the two 
domains cited, and would reduce its criticality as a single coordination gateway, following the 
divergence logic described in section 1. The cross-border propagations documented in this note 
illustrate the need.
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The third concerns the allocation of resilience effort across the graph. Section 4.1 establishes that 
resilience requirements are transmitted by inheritance: an upstream node inherits those of all 
downstream services that depend on it, and every function on the critical restoration path of a vital 
function inherits those of that function. The reinforcement of nodes where these inherited 
requirements concentrate follows directly from this logic. This "critical nodes" approach does not, 
however, suffice on its own: the intrinsic opacity of intelligence on adversarial intentions and 
capabilities, combined with the documented property of cascades to propagate through the weakest 
link of the graph, implies that beyond a certain point the marginal value of additional reinforcement 
of an already hardened node becomes lower than that of eliminating a known vulnerability on a 
weak node. Allocation therefore follows the graph in both its dimensions: the concentration of 
inherited requirements, which identifies the nodes to harden, and the path of least resistance, which 
calls for raising the baseline across the whole. The adjudication of this trade-off, in particular the 
location of the tipping point between the two, exceeds the scope of this note.

Two considerations shed light on the baseline-raising component. The first pertains to temporality: a 
coherent raising of the baseline is built over years or decades, whereas a threat can emerge and 
activate within months. A resilience framework conditional on the prior identification of the threat 
therefore potentially arrives too late. Its robustness requires it to be permanent and agnostic as to the 
trigger's nature, a property that the cases documented in this note confirm, with the same cascades 
being activated indifferently by meteorological events, internal failures or attacks. The second 
pertains to the value of investments under uncertainty: the literature on robust decision-making in 
climate adaptation establishes that measures producing benefits across a broad range of scenarios, 
including in the absence of a crisis, dominate measures whose value is conditional on the 
materialization of a specific scenario.91 The Nordic total defense models (Finnish 
kokonaisturvallisuus,92 Swedish totalförsvar93) rest on this dual logic of permanence and systematic 
baseline elevation, integrating the full range of actors (administrations, businesses, organizations 
and citizens) into the resilience framework. This orientation finds convergence in the operational 
strategy declared by the competent French authority on cybersecurity (ANSSI), whose director 
general Vincent Strubel states the focus as aiming to raise the general security level in order to 
reduce the volume of successful attacks.94

Conclusion
The infrastructures on which the vital functions of European societies depend used to form co-
existing systems. Their digitization has turned them into a single dependency graph whose 
propagation properties are documented, recurring and indifferent to the trigger's nature. The 
containment mechanisms capable of interrupting these propagations exist and have proven 
themselves, but their existence says nothing about their resistance to targeting, their dimensioning 
against a disruption of unknown duration, the conditions of their availability, or the capacity of 
organizations to activate them. The regulatory frameworks and exercises that define resilience 
assessment today each cover their perimeter with coherence, but that coherence is the coherence of 
a sectoral partition which the digital substrate now runs straight through. The mechanism of cross-
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sector propagation is the evaluation object of none of them, and the gap widens as the substrate 
extends. 

This note offers the reader an instrument to bridge this gap: an evaluation grid of criteria derived 
from empirical evidence, applicable to existing instruments (frameworks and exercises), including 
those whose documentation is not public. Applying these criteria to existing exercises, plans and 
architectures is the responsibility of the actors who have both charge and access.

The adversaries who struck the infrastructures documented in this note had mapped the 
dependencies of their targets before acting, down to the mechanisms intended to contain failures. 
The dependency graph exists and produces its effects, whether or not evaluation frameworks take it 
as their object.
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